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Abstract

There are numerous global challenges facing humanity in this century. Diplomacy has to take
these needs into account and contribute with profound expertise to academic and political
discussions as well as societal developments. Any single state-related or disciplinary solo ef-
fort will not provide adequate answers to how humanity can manage and cope with the global
risks of the 21% century.

The article deals with the question of digital diplomacy versus downfall by first outlining the
global hazards endangering humanity as well as influencing world politics and international
relations. Thereafter digital diplomacy as a tool to prevent humanity’'s downfall is presented.
Requirements for diplomats in the global age are highlighted in the following. Furthermore,
visionary claims of a global turn in politics are designated and diplomacy’s contribution toward
this undertaking are formulated. To close, diplomacy’s most promising way of offering humanity
its profound expertise in the digital era is set forth.
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1. Global risks endangering humanity

ransnational terrorism, climate

I change, the loss of biodiversity, pan-
demics like Covid-19, information in-
frastructure breakdown, cyber security, the
lack of global technology governance etc?.
Are all current risks that transcend national
or world-regional borders and have to be
categorized as global risks endangering the
whole of humanity. As such, no one is unaf-
fected by these hazards. At the same time
these global risks show the vulnerability
of world regions and specific groups. The

current Covid-19 pandemic can function as
an adequate example for this argument. It
is a fact that everybody is confronted with
this new virus, such as the British Prime
Minister Boris Johnson who got just as sick
asawoman living in a disenfranchised com-
munity in Mumbai. So Covid-19 cuts across
social or sex or age groups as well as any
specific locus of a person; in other words: it
is a global human experience.

At the same time, the pandemic re-
vealed the vulnerability of world regions

" This article is based on the presentation held at the International online conference “New Digital
Reality: Science and Education, Law, Security, Economics and Finance”, Zoom-Videoconference organised
by the Russian Political Science journal and the Global Processes journal on 6th — 11th July 2020.

2 For world-spanning hazards, see the Global Risk Report [40], published by the World Economic Forum

on an annual basis since 2005.
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and specific groups. According to the UN
World Water Development Report 2019
[33], which is published by UNESCO on
an annual basis, every third person on
this planet — 2.1 billion people — does
not have access to a safe drinking water
supply and as such cannot properly wash
their hands with water and soap. Washing
hands with soap can be seen as one of the
greatest advances in human hygiene, but
due to lack of access to clean water it is
of little use to large parts of humanity.
So, although mankind as a whole is endan-
gered by global risks, the ways of coping
with it reveal the different vulnerabilities
of various people.

On a political scale, Covid-19 has led
to various reactions by governmental rep-
resentatives across the globe. In this con-
text diplomats are perceived asimportant
actors in world politics and international
relations whose working spheres changed
due to the current pandemic. Diplomats
all over the world have been using digital
information and communication technol-
ogies to send information to their citizens
in this time of global crisis. Generally, digi-
talization processes will alter the essence
of current diplomacy [for an overview on
contemporary diplomacy, see 2; 5; 15; 21,
22] and its prospective directions both
at theoretical as well as practical level.
Digital diplomacy [for an overview on
digital diplomacy, see 4; 24; 29], as under-
stood here, looks at the transition from
traditional channels to modern forms
of diplomatic communication, thereby
new techniques of diplomacy arise from
digital information and communication
technologies as well as social media.
There is a variety of debates around the
terminology in digital diplomacy. The
spectrum of terminological descriptions
ranges from e-diplomacy, diplomacy 2.0.,
cyber diplomacy, net-diplomacy et al,;
thereby each term has a joint perspective
in common: the use of digital informa-
tion and communication technologies to
accomplish diplomatic objectives. Here,
digital diplomacy refers to the use of
digital information and communication

technologies — from videoconferencing
to social media platforms — by diplomats
as global actors in world politics and in-
ternational relations.

In the context of the contemporary in-
fectious disease confronting all states and
as such all of humanity, digital diplomacy
can be seen as a very constructive and
powerful tool for exchanging knowledge
regarding how to best deal with the new
virus. Yuval Noah Harari [16] in the article
“The world after coronacrisis”, published
in Financial Times, raises two particularly
important choices that humanity has to
decide on in this century: the first choice
is between totalitarian surveillance and
citizen empowerment. And the second is
between nationalist isolation and global
solidarity. The first choice clearly points
to the question of surveillance tools used
by governments to reduce the number
of infected people versus educational
tools and self-responsibility of citizens
by empowerment schemes used by gov-
ernments to create a well-informed and
self-motivated population as a strategy to
minor the infection circle. So, the world's
governments have perceived different
strategies for dealing with the current
pandemic, and diplomats — as being part
and parcel of international relations —
have also used various tools depending
on the political framework of the state
sending them. The second choice which
humanity has to decide on — the one
between nationalist isolation and global
solidarity — is described by Yuval Noah
Harari [16] in the following words:

Humanity needs to make a choice. Will
we travel down the route of disunity, or
will we adopt the path of global solidarity?
If we choose disunity, this will not only
prolong the crisis, but will probably result
in even worse catastrophes in the future.
If we choose global solidarity, it will be a
victory not only against the coronavirus,
but against all future epidemics and crises
that might assail humankind in the 21
century.

At this point, global crises like the
current pandemic can be interpreted as
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a wake-up call fFor states, world-regions
and all of humanity that global disunity
will not only cause humanitarian disasters,
but will also lead to even worse catas-
trophes in the fFuture. Here the role of
diplomats as global actors in world politics
and international relations is decisive for
the future of humanity. Diplomats in this
context can be seen specifically as skilled
experts who have expertise in trying to
solve conflict situations not in a military
way, but in a peaceful manner. More than
other professionals, they are trained to
figure out constructive ways of solving
difficult and complex political scenarios.
Digital diplomacy can hereby function as
a contemporary tool for reaching global
understanding in a world faced with a
COMMON Crisis.

Not being able to reach mutual agree-
ments and international cooperation
among states in an era of global crises
endangering mankind would lead to the
downfall of mankind. Unilateral actions
of states implicate an impending demise
of humanity, whereas multilateral actions
can constructively figure out ways of re-
ducing globalrisks. Thus, digital diplomacy
as part and parcel of multilateral actions
can be an effective and constructive tool
for strengthening cooperation among
states, for sharing knowledge about glob-
al hazards and for creating an atmosphere
of confidence in the political arena across
the various parts of the world.

In this understanding, a worst-case
scenario in world politics and interna-
tional relations would be one where every
state is trying on its own to overcome
global hazards. Such a parochial undertak-
ing would lead humanity to its downfall.
The normative argument is not only that
in world politics and international rela-
tions cooperation serves the citizens of all
participating states better thanisolation,
but also the given fact that global chal-
lenges facing mankind in this century are
too big for any single state to cope with
on its own. It is therefore a question of
rationality that states cooperate multi-
laterally, to exchange knowledge about

dealing with global risks, to reach mutual
agreements between states to solve the
world-wide hazards facing humanity, and
to perceive potential solutions to over-
come global crises as a joint endeavour.
This perception of the role of states is
rooted in cosmopolitan approaches [for
an overview on cosmopolitanism, see 7;
8; 11; 13; 20; 28]. As such it opposes the
idea that states are not capable of coop-
erating and finding multilateral agree-
ments, a view being articulated by the
realist school of international relations
[for an overview on realism, see 3; 12;
14;17;35;37;38; 39]. In the cosmopolitan
tradition states are not only perceived as
capable of cooperation, but furthermore
it is stated that in the long run this is the
only way states can survive. To put this
normative view more precisely, one can
state that those states who take the na-
tional card will lose.

The Global Risks Report 2020, pub-
lished by the World Economic Forum [40],
lists among the central risks the world
will be facing in 2021 — besides climate
change and economic stagnation — a
fragmented cyberspace which menaces
the full potential of next-generation
technologies, as well as the lack of con-
temporary technology governance. As
such, governments across the globe share
the responsibility of promoting digital
confidence. Cooperation between states
as well as the private and public sectors is
a necessity of the digital era in areas like
information sharing and skill and capac-
ity development. In this world-spanning
process, diplomats play a decisive role as
global actors.

2. Digital diplomacy: a tool to prevent
humanity’s downFfall

As much as digital information and
communication technologies have had
an impact on world politics and interna-
tional relations as well as on humanity, it
is evident that the professional working
fields of diplomats are also influenced and
changed due to digitalization processes.
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Overall, diplomats are here seen as
an epistemic community, as such as “a
network of professionals with recognized
expertise and authoritative claims to
policy-relevant knowledge in a particular
issue area” [9]. Diplomats can be located in
different states and may hail from various
backgrounds, but as professionals they
share ajoint policy enterprise and a com-
mon criteria for evaluating knowledge as
well as they share a common set of norms
that motivate their joint action.

Furthermore, they also share a set of
beliefs concerning essential problems in
their area of expertise. As such, diplomats
play a vital role as a network of global
actors in world politics and international
relations. They can reach consensus in dif-
ficult political scenarios and their work has
animpact on state policies and interstate
cooperation.

The working sphere and also the tools
with which diplomats work has changed
over the centuries. At the turn of the third
millennium, humanity was already living in
aglobal age, as scholars like Martin Albrow
[1] have described it. Digital information
and communication tools have changed
world politics and international relations
as well as humanity rapidly in the last
decades. As such, using these tools in
their workspaces can be interpreted as an
essential for diplomats in contemporary
times.

Digital diplomacy is a contemporary
tool for preventing humanity’s downfall,
and it is a universal agenda: Diplomats
as global actors can make a substantial
contribution to a joint understanding of
our common digital future and be archi-
tects of a “global commitment for digital
cooperation” [see 32]. As such, digital
diplomacy as it is being outlined here is a
highly relevant agenda for international
relationsin the global age. It is a pressing
necessity of time for world politics and
humanity living in an era coined by com-
mon risks. Furthermore, digital diplomacy
enables an improvement of transparency
in informing citizens on state policies at a

national and international level. And last
but not least, it paves the way for solving
the global challenges humanity is facing
in a peaceful manner.

Digital diplomacy must be shaped in
such a way that it can serve as a pillar for
humanity in overcoming global crises.
Digitalization has already had a profound
and deep effect on political and socio-
economic systems across the globe and
will continue to do so in this century.
As such, it has a huge and far-reaching
impact on world society, world politics
and international relations and must
therefore be managed accordingly. In this
world-spanning process, diplomats play a
decisive role.

The future of humanity will depend
profoundly on the progress of digitaliza-
tion processes, and diplomats are chal-
lenged to participate in this world-span-
ning trend by using digital diplomacy as a
toolin their working fields. This endeavour
might lead to new directions in interna-
tional relations across the globe, but it
has to be seen as a necessity of the global
age. In order to fulfil the requirements of
diplomacy in this era, it needs to share
its expertise by means of digital informa-
tion and communication technologies.
The rapid advances in the field of digital
information and communication technolo-
gies can assist humanity in solving global
crises, and diplomats are highly relevant
global actors in this joint endeavour.

3. Requirements for diplomacy in the
global age

The requirements for diplomacy in the
global age can be highlighted on the basis
of a list of criteria. Criteria that diplomacy
has to meet are as follows:

First, diplomacy has to orientate itself
on a given social and societal reality. This
reality in the 21 century is generated
by global and digital dynamics. There is
no single state or world region across
the globe which is not affected by glo-
balization processes [for an overview on
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globalization, see 23; 25; 26; 27; 30] and
digitalization trends. Although only 4.1 bil-
lion people across the globe are using the
internet, meaning that nearly half of the
world’s population so far remains digitally
excluded [18], itis clear that processes of
digitalization will increase in the coming
decades, including societal participation
and political involvement.

Second, diplomacy has to consider
global consciousness as a worldwide ex-
perience of people. Globality is a given
reality of human beings and should be
considered for future international rela-
tions. One example of this could be raising
the awareness of people across the globe
on the need to live harmoniously together
on Planet Earth and as such the argument
to share its resources in a sustainable
way. A further example is the notion of
world citizenship raised by Immanuel Kant
[19; see also 6] in his writings on eternal
peace. The perception of Immanuel Kant
and his notion of a world citizenship form
the basis for contemporary cosmopolitan
approaches.

Third, diplomacy has to deal with so-
cial and political structures, processes and
relations which are world-spanning. E.g.
transnational civil society organizations
are increasingly highly influential and
significant actors in world politics. There
is an increasing political power shift tak-
ing place at a global political level; states
are no longer the only players in this field.
Specifically, world-spanning topics on hu-
man rights and environmental issues are
raised by international non-governmental
organizations and are gaining momentum
in world politics [for an overview on the
role of international non-governmental
organizations and international relations,
see 10]. At various UN conferences taking
place throughout recent decades, the
influence of international non-govern-
mental organizations on a global politi-
cal scale has become clearly visible. The
Paris Agreement [34] signed by all UN
states in 2015, which aims to strengthen
the global response to the menace of

climate change, was also a result of the
work of international non-governmental
organizations pushing the environmental
agenda on governmental policies across
the world. Digitalization can be seen as
one of the large challenges of diplomacy
in a less state-centric world.

Fourth, diplomacy has to meet the
requirements of the digital age. Digitaliza-
tion “represents nothing less than a civi-
lizational revolution” [36], and diplomacy
is part and parcel of this global develop-
ment. Technological changes will have
enormous influence on humanity in this
century. Digital information and commu-
nication technologies, as well as artificial
intelligence, change social and societal
structures, processes and relations in a
profound and sustainable way. Working
spheres, politics, consumer habits and the
social and societal life-like relations and
interactions of people will alter due to
technological innovations. Elections, for
example as part of the political decision-
making processes, take place digitally in
various parts of the world and people earn
the right to politically participate by using
digital information and communication
technologies via social media.

Rapid technological changes taking
place on a global scale will mould the
future of diplomacy as much as techno-
logical innovations and alterations will
to a large extent shape humanity in this
century. The effects caused by digital
information and communication tech-
nologies as well as artificial intelligence
on social, political, economic and cultural
areas of life will be far-reaching and long-
lasting. In order to capture these changes,
diplomats have to be well trained on how
to use digitalinformation and communica-
tion technologies in an optimal manner.

Processes of digitalization and the
technological innovations of the digital
age cause profound and sustainable
changes of social and societal structures,
interactions and relations. Borders shift
enormously: borders between human
beings and robots, between physical and
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digital social life, borders real and virtual
life etc. Place and time as categories of
social and societal life are being redefined
by digitalinformation and communication
technologies as well as artificial intel-
ligence. All these aspects require new
perspectives, not only for governmental
policies in specific states; but they also
indicate a necessary shift for diplomats
as being part and parcel of the interna-
tional community. In this century there is
a need for a global turn of politics due to
the world-wide dynamics of technological
innovations, and diplomats can contribute
their expertise here.

In addition to this it is obvious that
space as a reference point of social and
societal life is losing its relevance due to
digital information and communication
technologies. The locus of a person is no
longer important for social and societal
interaction and communication, as it was
decades ago. Diplomacy as understood
here acknowledges the interconnectivity
of the virtual world — e.g. social media,
and the real world — face-to-face human
interaction. Regarding both, digital diplo-
macy can be a recognition of the world’s
diversity.

And the fifth point is that diplomacy
has to actively participate in digital pro-
cesses and the visionary claims of a global
turn in politics. Digital participation is an
essential of contemporary diplomacy
and part and parcel of Future politics and
international relations.

Considering the interface topics of
diplomacy and technology, it is evident
that both global risks as well as digital
information and communication tech-
nologies as a global human experience
create transnational similarities. Further-
more, political decisions are made within
a few hours in times of global crisis. This
is something that all people have been
experiencing in the current pandemic
caused by the SARS-CoV-2 virus. Imma-
ture or even dangerous technologies are
implemented by governments all over
the world, because the risks of doing
nothing are considered greater. Political

decisions are hereby often made on the
basis of reasonable [secure] not-knowing.
All countries of the world are currently
acting as “guinea pigs in large-scale
social experiments” as Yuval Harari [16]
has stated. The political measurements
being taken by several governments
across the world when confronted with
the pandemic have openly brought about
adiscourse between interfering with the
fundamental rights of people, even in
consolidated democracies, and the urge
for data protection issues versus surveil-
lance tools in autocratic or totalitarian
political systems. Technological innova-
tions make it possible for the first time
in human history to constantly monitor
everyone. As such the current pandemic
marks a turning point in the history of
surveillance. In addition to mobile trac-
ing-apps, some governments of the world
could also use biometric wristbands,
which would mean a transition to a fright-
ening new surveillance system [see 16].
In this epoch totalitarian surveillance —
often applied in autocratic or totalitar-
ian political systems, but also raised in
consolidated democracies — contrasts
with citizen empowerment. Technologi-
cal innovations could lead humanity in
either direction in this century.

In the digital and global age, analyses
of the interaction between many actors
are needed: an informed world public
and serious media coverage, a global civil
society, states that do not lose themselves
in nationalist isolation but develop new
forms of multilateralism and responsible
politics. And this also requires sound sci-
entific expertise, e.g. to deal with changes
in knowledge and power through digital
information and communication technolo-
gies and governance. In the face of global
crises, people must have confidence in
politics and well-functioning international
relations, in science as well as new tech-
nologies. Innovative technologies used by
diplomats can hereby assist in building this
confidence on a world-wide scale.

In this sense, diplomacy has to perform
wide-ranging tasks in this era.
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4. The visionary claims of a global
turn in politics, and diplomacy’s
contributions toward this undertaking

The visionary claims of a global turn
in politics, and diplomacy’s contributions
toward this undertaking through consider-
ing the political development trendsin the
21st century are based on the following
three assumptions:

First, the challenges for humanity in
the 21t century are enormous. Global
crises shape human life all over the world.
Global challenges and crises require innova-
tive, cross-disciplinary and transnational
spacesand also address the need for global
cooperation: No academic discipline or
state alone can cope with these universal
threads. One example of this is Darknet,
an overlay network within the internet
and part of the greater deep web, which
is overthrowing traditional forms of po-
litical power. No state across the globe
is unaffected by it. As such, there is no
single state in the world that is not being
challenged by this big part of the internet
which is to a large extent changing politi-
cal power in the traditional sense. To put
it plainly, this means that Darknet is not
governable by any political regime across
the globe.

Second, rapid technological changes
will cause the substantial transforma-
tion of human life in this century. At the
same time, technological alterations and
opportunities as well as the risks of digi-
talization taking place on a global scale
will also shape the future of diplomacy
itself. As such, diplomacy has to meet the
requirements of the digital age in terms of
their professional training. In this century,
a profound and firmly-based education
on how to use digital tools is a necessity
for any curriculum of diplomatic profes-
sional training programmes. Training on
the usage of digital information and com-
munication technologies is crucial for the
diplomatic corps across the globe.

Third, diplomacy is a key player in
developing a global plan for humanity.
Global risks themselves that affect all

people as well as the resulting social,
political, cultural and economic crises
are universal problems. Information and
knowledge in dealing with global crises
must be shared on a world-wide scale by
diplomats as global actors. Diplomacy
must provide expertise on perceiving the
dilemma of global discordance in a world
society and world politics confronted with
global crises.

Diplomacy can be seen as a key actor
in developing a global plan for humanity.
Global risks themselves that affect all peo-
ple, aswell as the resulting social, political,
culturaland economic crises, are universal
problems. These can only be solved effec-
tively through global cooperation and can
only be addressed by common diplomatic
endeavours on a transnational basis. As
stated above, Covid-19 or any other pan-
demic, surveillance tools, transnational
terrorism, nuclear threats, climate change,
cyber-attacks etc. affect people world-
wide — from the British Prime Minister to
a Mumbai slum dweller. What is needed in
this century is diplomatic expertise focus-
ing on global human experiences. Informa-
tion and knowledge in dealing with global
crises must be shared globally. As much
asin the case of realpolitik, a coordinated
global political effort can ensure that,
for example, life-saving equipment is dis-
tributed fairly among states; accordingly,
diplomats also have at the same time a
common assignment. It is one of the tasks
of diplomats worldwide to create sound
expertise in dealing properly with these
global human experiences.

Digital information and communica-
tion technologies, as well as artificial
intelligence, are essential tools for the
future development of world society and
the shaping of world politics and inter-
national relations. Therefore, diplomacy
has to embrace these tools as a medium
of communication. Only by doing so can
it effectively contribute to the visionary
claims of a global turn in politics.

Digital diplomacy can make significant
contributionsin the global and digital age
by considering a new comprehension of
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diplomacy; an understanding of diplomacy
that is open to facing the challenges of a
humanity confronted with global risks,
transnational similarities and rapid tech-
nological changes. And this would follow a
professional approach that develops con-
cepts and opens discourses on the social,
economic, cultural and political shaping of
the world and the digital empowerment
of world citizens in the global age.
Taking the need foraglobal turnin pol-
iticsinto account: Immanuel Kant has to be
revisited. In his writings on eternal peace
he pointed out that need compelsinsight
and he addressed the ius cosmopoliticum,
the world citizenship. More than 220 years
later, in the Face of global crises, humanity
is at a crossroads between the Leviathan
figure of Thomas Hobbes [31] — surveil-
lance through new technologies and the
handling of global crises by autocratic
political systems as well as the emphasis
on security — versus Immanuel Kant's
insight that people all over the world are
reasonably gifted and free beings, who
only survive through global cooperation.

5. Diplomacy’s most promising way
of offering humanity its profound
expertise in the digital era

Digital diplomacy can make significant
contributions in the global age by consid-
ering an understanding of diplomacy that
isopen to face the challenges of a human-
ity confronted with global risks, transna-
tional similarities and rapid technological
changes. And this follows a professional
approach that develops concepts and
opens discourses on the socio-economic
and political shaping of the world and the
digital empowerment of world citizens.

The role of digital diplomacy will
increase in this century due to the fact
that technologicalinnovations and digital
information and communication tools will
continue to shape world politics, interna-
tional relations and humanity to a large
extent. States can use digital diplomacy
in a constructive way to find joint solu-
tions to solve global crises and face the

world-spanning challenges that lie ahead
of humanity. It can be used as a tool for
enabling knowledge-transfer, to exchange
political views, to give information to citi-
zens and also to demonstrate transparency
on governmental activities at a national
and international level. In the global age,
digital diplomacy is a modern tool to create
understanding and awareness across the
globe on world-spanning issues.

What is needed in this century to
give adequate answers to the challeng-
ing questions of humanity is universally
shared knowledge in dealing with global
risks as such a global turnin politics. Diplo-
mats can hereby strengthen their roles as
global actors by using digital information
and communication technologies as part
and parcel of their working fields, and at
the same time function as relevant ac-
tors on a global stage for establishing an
environment of confidence among states
and world regions. This will be no easy
task, butitis diplomacy’s most promising
way of offering humanity its profound
expertise in this era.

After analysing the question of digital
diplomacy versus downfall, the conclu-
sion reached here is the following: it
must be plainly stated that digitalization
processes, although they are so far yet to
reach all parts of the world, will have an
immense impact on the shaping of world
politics and international relations as well
as humanity. However, up to now digital
diplomacyis only beginning to become an
essential tool for diplomats in their daily
work routine. The sooner states invest
in training programmes for using digital
information and communication technolo-
gies as a means in the working arena of
diplomats, the better the outcome will
be for specific states, for world politics
and international relations as well as for
humanity. The core challenge for the in-
ternational community now is to develop
the common architecture of a digitally
supported future and to establish collec-
tive principles and regulatory framework
conditions, as are being outlined by the
United Nations [32].
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An open and interconnected cyber- ernance frameworks and building confi-

space alongside a common architecture dence between states and world-regions
of its governance is essential in order for across the globe. As such humanity can
humanity to cope with globalrisksin this increasingly benefit from diplomats as
century. Digital diplomacy can thereby global actors in the digital era.

play a decisive role by promoting gov-
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